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GENERAL TERMS AND CONDITIONS OF BUSINESS OF THE COMPANY SETCOR LTD.
- TELECOMMUNICATION SERVICES -

Article 1  – Introductory provisions
1.1. These General Terms and Conditions (hereinafter: General Terms) regulate the relationship between the company SETCOR Ltd. headquartered in Jastrebarsko, Čabdin 73 (hereinafter referred to as SETCOR), as a provider of electronic communications services on the one hand, and a the User of services (hereinafter: the User) on the other hand, on the provision and use of electronic communications services in a public fixed communications network.
1.2. SETCOR's electronic communications services under these General Terms are all public communications services that are provided or will be provided on the market by SETCOR on a commercial basis, which are prescribed by the Electronic communications act and the Ordinance on the manner and conditions for the provision of electronic communications networks and services and other by-laws in the field of electronic communications, that is, those services for which SETCOR holds valid licenses, applications or other approvals from the Croatian Regulatory Authority for Network Industries (HAKOM) as the competent regulatory authority (hereinafter: Services).
1.3. SETCOR, in accordance with the Confirmation of the receipt of prior notice within the meaning of these General Terms, provides, inter alia, the following services: connection to SETCOR's public communications network, access to SETCOR's public communications network, publicly available fixed line telephone services, internet access services and other services of transfer of speech, sound, data, documents and images as well as additional services provided under these General Terms.
1.4. To all relations between SETCOR and the User which are not specifically regulated by these General Terms applicable regulations of the Republic of Croatia will be applied.
Article 2 – Contracting
2.1.
Conclusion of a Subscription agreement
2.1.1.  The User submits to SETCOR  a request for the conclusion of a Subscription agreement on the standard SETCOR form, which can be downloaded from the SETCOR website. By signing the request, the User accepts the terms of use of electronic communications services determined by these General Terms. SETCOR will, upon the conclusion of a subscription agreement, provide the User with these General Terms and the specification of the SETCOR service agreed by the User with SETCOR, or instruct the User to download the documents from the SETCOR Website.
2.1.2. The User has the right to determine in advance the date of conclusion or termination of the subscription agreement. The User will notify SETCOR of the intended date of the Subscription agreement at least 30 (thirty) calendar days in advance, and at least 15 (fifteen) calendar days in advance for the termination date. This provision does not apply in case of change of the operator. In case the User has predetermined the date of conclusion of the subscription agreement, the rights and obligations come into force upon activation of the public communication service as defined by these General Terms, and in the case of a predetermined day of termination of the subscription contract, the legal consequences of termination shall take effect on the day which is predetermined by the User.
2.1.3. The provisions of paragraph 2.1.4. and 2.1.5. of these General Terms will be applied to the deadlines within which SETCOR is obliged to submit a confirmation of the acceptance to a User who does not have a contracted service with another operator ie to inform him of the non-acceptance of the request.
2.1.4. A User who has a contracted service with another operator submits to SETCOR a request for the conclusion of a Subscription agreement using the standard SETCOR form provided on the website. SETCOR is obliged to submit to the User the confirmation of acceptance or a notice of non-acceptance of the request within 25 (twenty-five) upon the signing of the single statement by the User, and in the case of a conclusion of a distance agreement within 25 (twenty-five) days from the day of the conclusion of the agreement. If SETCOR does not provide the User with a confirmation within the here specified deadline, the subscription conclusion request and all related requests shall be deemed rejected or withdrawn, unless the User has stated in writing that he has agreed to the extension of the validity period of the request.
2.1.5. 
In case of acceptance of the request from the previous paragraph of this Article, SETCOR shall implement the requested service within and not later than 45 (forty-five) days since the day of signing of the single statement by the User, or from the date of conclusion of the agreement in the case of distance agreements. If SETCOR fails to implement the requested service within the herein prescribed deadline, the User is entitled to terminate the Subscription agreement without paying the early termination fee by submitting the appropriate request in writing or electronically. 
2.1.6.  The Subscription agreement shall be considered concluded at the moment when the User receives the confirmation of the concluded subscription agreement. In the case of distance contracts concluded by the telephone, SETCOR is obliged to submit the offer to the User in a durable medium in a way that it will be possible to determine without a doubt the moment of the receipt of the offer. The distance agreement by telephone is considered concluded at the moment when the User, after receiving the offer, submits to SETCOR his consent to the conclusion of the contract. Upon receipt of the said consent, SETCOR will without delay provide the User with a written confirmation of the concluded agreement at the home address or the registered office address of the User, which is a legal entity or an electronic confirmation, which must contain all the elements prescribed by the applicable regulations. An agreement concluded off-premises shall be deemed concluded on the date of signature of the documentation by the User, and if the off-premises agreement is concluded in such a way that the User signs the electronic request for Subscription agreement conclusion SETCOR is obliged to submit an agreement conclusion confirmation when what is prescribed for distance agreement is duly applied.
2.1.7.  If a device is required to be delivered to the User after the conclusion of the subscription agreement, SETCOR is obliged to deliver the device exclusively to the address of the User who has contracted the service or to the registered office address of the User who is a legal entity. SETCOR may send the device required for providing the service to an address different from the confirmation delivery address. If the confirmation is delivered together with the device, the confirmation must be delivered physically separately from the packaging in which the device is delivered or in a visible place on the packaging. 
2.2.
 Rejection of the agreement conclusion request
2.2.1. 
SETCOR has the right to refuse the request in the following cases:
· If the standard technical conditions for the provision of the services specified in these General Terms are not available at the connection location, especially if the requirement for the availability of required free network resources / capacities is not fulfilled. SETCOR assesses its own technical conditions and capabilities in accordance with professional rules and generally accepted standards;
· if SETCOR estimates that the User or the person within the ownership structure of the requesting legal entity (founder, owner and / or person authorized to represent) will not be able or willing to settle its future or past due debts for the used SETCOR services, including an estimate based on payment information of a legal entity in which the natural person was the owner, founder or person authorized to represent or as a natural person engaged in an independent craft activity or other independent activity;
· if the User does not provide for inspection all data and copies of identification documents and all data and / or documents required for the conclusion of a Subscription agreement in accordance with these General Terms,
· if there is reasonable suspicion that the information on the identity or legal ability of the Users and his solvency are untrue or incorrect;
· if the User is a minor or a person with limited legal capacity or without legal capacity, and does not have valid legal representative's approval or there are deficiencies in the right or authority to represent;
· if there are ongoing bankruptcy, liquidation, restructuring or other similar proceedings against the User, if the User becomes unable to pay or indebted, or if, on reasonable assessment made by SETCOR, it appears from the financial documents that the User will not be able to or will have no intention to settle his debts for the provided services, and does not provide adequate payment security;
· if, at the time of the request, the User has outstanding debts to SETCOR and does not provide adequate payment security;
· if there is reasonable suspicion that the User misuses or intends to misuse any of the services provided by SETCOR or if it allows a third party to misuse those services or if the User has denied or failed to report the abuse of those services by third parties (including without limitation the infringement of intellectual property rights;;
· if there is a reasonable suspicion that the User provides or intends to provide electronic communications services without the prior approval of the competent authority, or without a specific agreement concluded for this purpose with SETCOR;

· in other cases stipulated by these General Terms, with a specification of a particular service or other document which forms an integral part of the subscription contract.
2.2.2. 
Notwithstanding the foregoing, SETCOR shall not reject a request for a Subscription agreementin the event that the User has objected to the debt amount or disputes in court or any other extrajudicial proceeding the amount owed to SETCOR unless it is the same type of service between the User and SETCOR.
2.3. 
Changes of the information specified in the Agreement
2.3.1. 
The User is obliged to notify SETCOR in writing of any changes to the personal or identification information specified in the subscription agreement, including the changes in the User's status, identity and headquarters, without delay, and in any case no later than 7 (seven) days from the day of the occurrence of the changes, and is solely responsible for any damages that arise in the event of non compliance to that obligation. If the User does not notify SETCOR of any changes to the information and his invoices, payment notices and other letters from SETCOR cannot be submitted to him, the delivery shall be deemed to have been completed according to the existing information.
Article 3 – Equipment
3.1. 
The User is obliged to ensure the correct subscriber installation and purchase the telecommunication terminal equipment that meets the technical requirements and standards, and the telecommunication equipment must have a prescribed declaration of conformity.
3.2. 
The user may obtain telecommunications terminal equipment from SETCOR, when SETCOR is required to provide the telecommunications terminal equipment in its ownership for the use of the service. SETCOR is obliged to ensure the proper functioning of the telecommunications terminal equipment for the entire duration of the subscription agreement. SETCOR's liability shall be excluded in the event that a malfunction of the telecommunications terminal equipment is caused by the fault of the User.
3.3.  The failure of the telecommunications terminal equipment is considered to be caused by the fault of the User, especially when the fault is caused by:
· intentional act or negligence of the User,

· User's failure to comply with the instructions for use of the equipment,
· failure to ensure proper conditions for the installation of the equipment by the User, User's incorrect installations to which the equipment is connected,

· by User's faulty equipment that is connected to the Equipment,
· switching off or moving the equipment by the User, changing the parameters / settings of the equipment by the User without prior consent of SETCOR.
3.4. The User agrees not to open, damage or in any way alter the telecommunications terminal equipment owned by SETCOR and not to move the said equipment from its intended connection location. All maintenance and any modifications to the installed telecommunications terminal equipment owned by SETCOR may be performed solely by persons authorized by SETCOR, unless otherwise expressly stated in these General Terms or unless otherwise agreed between the User and SETCOR.
3.5. 
The User is obliged to immediately report the loss or theft of telecommunications terminal equipment to SETCOR by telephone at 072 400 400. SETCOR is obliged to proceed with the notification and immediately prohibit access to services or block the use of lost or stolen telecommunications terminal equipment. SETCOR will not be liable to the User or any third party for damage resulting from false reporting of theft or loss of equipment.
3.6. 
In case of damage to the equipment, SETCOR is obliged to repair / replace the damaged equipment at the User's location. If the damage to the Equipment is determined to be caused by the fault of the User, the User is obliged to financially settle SETCOR for the occurred / caused damage in the amount equivalent to the value of that equipment. SETCOR reserves the right to charge a fee for the arrival at the User's location.
3.7. 
SETCOR is authorized to inspect the validity of the telecommunications terminal equipment and associated installation suspected of causing interference to the SETCOR fixed network and for this purpose the User is obliged to allow SETCOR unhindered access to the telecommunications terminal equipment in the extent necessary for the performance of the inspection.
3.8.  SETCOR is authorized to remotely access the telecommunications terminal equipment (including access to customer tags on the telecommunications terminal equipment) to test the validity of the telecommunications terminal equipment, define the settings and take other actions to allow the proper functioning of the service provided by SETCOR to the User, as well as in the event of the User requesting technical support service by remote access to telecommunications terminal equipment. The subscriber will not be charged for the traffic generated during the procedure for determining the proper functioning of the service and / or telecommunications terminal equipment. The User accepts and agrees that during the telecommunications terminal equipment inspection there may be a temporary interruption of service provision.
3.9. If the User does not allow SETCOR access to the telecommunications terminal equipment for inspection and repair, SETCOR is authorized to temporarily disconnect the telecommunications terminal equipment from the network or to terminate the contract in accordance with the provisions of these General Terms.
3.10. If the SETCOR inspection reveals a malfunction in the telecommunications terminal equipment that could interfere with the operation and / or the validity of the SETCOR fixed network or the quality of services, the User is obliged to remedy the malfunction in accordance with the SETCOR instructions no later than 30 (thirty) calendar days from the day when SETCOR informed him of a malfunction. If the User fails to comply with the SETCOR instructions, SETCOR is authorized to temporarily disconnect the telecommunications terminal equipment from the network or to terminate the contract in accordance with the provisions of these General Terms.
3.11. If SETCOR inspection reveals that the telecommunications terminal equipment was connected to the SETCOR's fixed network without authorization or that the User and / or a third party otherwise abused the SETCOR's fixed network, SETCOR has the right to permanently disconnect the telecommunications terminal equipment from the fixed network and to terminate the Subscription agreement in accordance with the provisions of these General Terms.
3.12. All SETCOR's costs arising from the inspection of the validity and / or repair of the telecommunications terminal equipment performed after the malfunction is reported by the User shall be reimbursed by the User if SETCOR is not responsible for the malfunction.
3.13. SETCOR is under no obligation to install devices to protect the telecommunications terminal equipment in the User's possession from lightning or electrical shock and shall not be held responsible for any accidental or unforeseen damage that could not have been prevented, avoided or eliminated (eg earthquake, lightning strike, ground sliding, war, strike, etc.).
3.14. The User is obliged to return to the SETCOR the telecommunications terminal equipment upon termination of the agreement no later than 15 (fifteen) days from the date of invoice in which the equipment fee was charged. If the subscriber returns the equipment within the time stipulated by this paragraph, the invoice for which the equipment fee was charged shall be canceled, and the User shall, within 90 (ninety) days from the day of returning the equipment, provide SETCOR with the information on the basis of which SETCOR may refund the paid amount. If the User fails to notify SETCOR of the payment information within the specified deadline, SETCOR shall not be liable for non-execution of the refund after this deadline expires. If the User fails to return the equipment within the prescribed deadline, the latter becomes the property of the User upon payment of the fee specified in the invoice provided to the User upon termination of the agreement.
Article 4 - Activation of the Service
4.1. 
Activation is considered to be the connection of telecommunications terminal equipment to the SETCOR's fixed network at the connection location specified in the request, that is, allowing the User the use of the services of SETCOR, depending on the specifics of each individual service. With the service activation of the service the calculation and charging of the service toward the User is initiated in accordance with these General Terms.
4.2. The maximum deadline for the realization of the service is defined in the subscription agreement.
4.3. The User may choose between self-installation of the telecommunications terminal equipment (installation by the User himself) or the installation of the equipment by SETCOR at the connection location. If the User has chosen the self-installation, the activation of the service shall take place on the day the User receives the telecommunications terminal equipment. In the event that the User is unable to activate the service on the day the telecommunications terminal equipment is received, the User is obliged to notify SETCOR about it without delay, and SETCOR will provide him the support with the aim of a successful installation. In this case, the monthly fee will be reduced in proportion to the duration of SETCOR's support during installation. The activation of the service with the installation of telecommunications terminal equipment by SETCOR takes place on the day of the successful installation at the point of connection, which will be confirmed by SETCOR and the User with the signing of the handover record.
4.4.  The User shall, at his own expense, allow SETCOR access to the facility at the connection location and take other actions in accordance with SETCOR instructions necessary for the installation, upgrade, modernization and maintenance of the electronic communications network, telecommunications terminal and / or telecommunications terminal equipment, or for the provision of required  services. The time during which SETCOR is denied access to the facility at the connection location for reasons that are out of SETCOR's responsability will not be included in the service implementation deadline, ie the service implementation deadline will be extended by the appropriate number of days that SETCOR has been denied access to the facility.
4.5. SETCOR will provide the User with a written instruction on ways and measures to protect against possible misuse and fraud in the public communications network at the latest during the activation of the service. In the case of providing Internet access service, SETCOR is obliged to provide the User with a written instruction on the possibilities of protecting the subscriber account from unauthorized use and on all consequences of using the Internet access without the necessary protection. The User is obliged to confirm with his signature that he is aware of the instructions in a clear and unambiguous manner and that he has received the instructions. The User is responsible for the implementation of all security and other measures necessary to protect the telecommunications terminal equipment and other information of which he was notified by SETCOR in accordance with this paragraph.
4.6. The User is obliged to install an appropriate computer program on his telecommunications terminal equipment, if such installation is necessary for the access and use of the service required by the User.
Article 5 - Duration of the agreement
5.1. 
The Subscription agreement may be concluded for a fixed or an indefinite period.
5.2. 
The Subscription agreement may be concluded for a specified period of the mandatory agreement duration specified in the request and in any case may not exceed 24 (twenty-four) months. If the Subscription agreement is concluded for a specified mandatory agreement duration, upon the expiration of the mandatory duration the Subscription agreement shall continue indefinitely until terminated by the User or by SETCOR. Upon expiry of the mandatory duration of the subscription agreement, the User is not obliged to pay a termination fee for an agreement which is continued indefinitely.
5.3. 
The User may terminate the Subscription agreement in writing or electronically in accordance with the provisions of these General Terms. The User is obliged, at the request of SETCOR, to provide any information and documents that SETCOR may consider necessary for the termination of the agreement.
5.4. The legal consequences of the termination of the agreement shall occur on the day when SETCOR receives the notice of termination, or on the date specified in advance by the User as the date of the termination of the subscription agreement.
5.5. The User may terminate the agreement even before the expiry of the mandatory Subscription agreement duration, but in that case he is obliged to pay a monthly fees for the remainder of the duration of the agreement or a fee in the amount of discount on products and services that he has received if the payment of this fee is more favorable to the User, unless if it is otherwise prescribed by these General Terms. The aforementioned provision shall also apply appropriately when the Subscription agreement is terminated before the expiration of the mandatory agreement duration by the fault of the User, or as a result of actions for which the User is responsible.
5.6. If a terminating Subscription agreement constituted a (technological) precondition for the provision of another SETCOR service, that other agreement will also be terminated automatically. Instead of terminating the agreement considered as a related agreement, the User may demand from SETCOR to transfer it to another appropriate service that does not require the existence of a terminated subscription agreement.
5.7.  If the User terminates the agreement before the activation of the service, the User shall be obliged to reimburse SETCOR for all costs associated with the activation of the service or the removal of telecommunications terminal equipment, but not exceeding the amount of activation fee prescribed in the applicable SETCOR price list.
5.8. The provision of the preceding article shall not apply when the User exercises his right to unilaterally terminate the agreement without stating the reasons for such termination within 14 (fourteen) days from the date of the conclusion of the agreement in the case of distance agreements conclusion or the conclusion of agreements outside the business premises.
5.9. SETCOR will inform the User in writing that when terminating the Subscription agreement for the use of public communications network access service, it must also request the deletion of any identification markings (user accounts) obtained, or that the User may, if he wishes, retain his user accounts for which he is prepared to bear future expenses.
Article 6 - Obligation to keep data on GDPR Users
6.1. 
The User is obliged to provide the data and / or documents that are necessary for unambiguous identification when establishing the Subscription agreement as well as when performing the rights and obligations from the subscription contract, including a copy of the identification document, that is, the user identification code assigned to him during the conclusion of the subscription contract.
6.2. Upon receipt of a request for a subscription agreement, SETCOR shall have the right to pass the necessary information about the User to the data processor for the purpose of assessing the solvency of the User or to enable the Data processor to access the necessary data regarding the User.
6.3. The required data from the previous paragraph shall be the name and surname or the name of the User, personal identification number, frequency of due payments for more than 60 days and information about initiated enforcement procedure due to outstanding debts for electronic communications services. Necessary information is processed and used taking into account legal deadlines. SETCOR must ensure that the necessary information is accurate and up-to-date.
6.4. The Data processor performs an assessment of the solvency of the User solely for the purpose of resolving the application for the conclusion of a subscription contract, and the assessment of the solvency of the User cannot be performed for other purposes. The solvency assessment shall be carried out in such a way that the Data processor, on the basis of the processing of the necessary data, submits to SETCOR a unambiguous assessment of the solvency of the applicant.
6.5. The User undertakes to keep confidential and to keep with due care his identification code from the Subscription agreement concuded with SETCOR. The User is obliged to change the password as soon as he suspects unauthorized use of the username and / or password. In case of suspected misuse of privacy, i.e. personal data of the User, the User is obliged to contact SETCOR's customer service.
6.6. SETCOR only processes personal data of the User which are necessary for the conclusion and execution of the Subscription agreement. SETCOR protects User data from accidental or unlawful destruction, loss or alteration, and unauthorized or unlawful access, processing, or disclosure. SETCOR retains the personal data of the User for as long as is necessary to fulfill the purpose of processing the personal data specified herein, unless the applicable regulations provide for a longer or shorter retention time for a specific purpose. SETCOR applies appropriate technical and organizational measures to protect the User's personal data. The User can always contact SETCOR to request changes to the data that relate to them or to express their will as to what purposes they do not want their data to be processed. This is without prejudice to those processing of data for which explicit consent is required. More detailed information on the processing of personal data, as well as the rights and obligations arising for SETCOR and the User in connection therewith, is available in the SETCOR Privacy Policy published on the SETCOR website.
6.7. The User has the right to be listed in the public directory and the right to make information about it available to persons engaged in the activity of providing subscriber notifications (information) on the numbers of subscribers and persons performing the activity of issuing public directories of subscribers. SETCOR will notify the User free of charge (i) of the intention to enter the Subscriber's public directory, either electronically or in written form, before the entry of their subscriber's public directory information, (ii) the right to enter personal details in the Subscriber's public directory of their choice free of charge, as well as the right to check, modify, supplement or delete personal data from the subscriber's public directory free of charge, and (iii) the purposes of the electronic and print edition of the directory and all other possibilities for using their personal data based on search in the electronic edition of the directory. For any purpose of the subscriber's public directory other than the search of personal information based on the first and last name or name of the User and, if necessary, the least number of other indicators, the directory service provider must ask the User for additional consent. The natural person (User) may request, without charge, that his or her personal data not be entered in the public directory of the subscriber, until the said possibility is accessible to legal entities.
Article 7 - Price list and terms of payment
7.1. 
Price list
7.1.1. The prices of services that SETCOR charges in accordance with the provisions of these General Terms and Conditions are determined by the applicable price list of services published on the SETCOR website.
7.1.2.
SETCOR may not apply changes to the services price list to existing Users before the expiration of 30 (thirty) days from the date of their publication. SETCOR must notify the User of the intended change of the price list as well as its right to terminate the Subscription agreement in writing or electronically, at the same time as the announcement of these changes. If the changes are for the sole benefit of the User, they shall be applied to the existing Users on the day these changes are announced. If the changes in the price list are less favorable to the User in relation to the contracted prices of services, the User has the right to terminate the Subscription agreement without compensation or to have the right to return the unused monetary amount within 30 (thirty) days from the day of the published price list modifictaion, unless the changes are consequences of (i) regulatory obligations of SETCOR, (ii) consequences of changes in value added tax, or (iii) consequences of changes in wholesale prices on which SETCOR has no effect whatsoever.
7.1.3. 
In the event of modification or termination of part of the services or additional services, SETCOR will notify the User in writing or electronically at least 30 days prior to such intended modification or termination, and at the same time offer another form of service or other additional service when the provisions of the preceding paragraph are appicable. 
7.1.4.  The provisions of this article shall apply mutatis mutandis also in the event of modification of these General Terms.
7.2. 
Access to emergency numbers
7.2.1. 
SETCOR will provide Users of public communications networks publicly available telephone services with free calls to the unique European emergency number 112, as well as to other emergency numbers in the Republic of Croatia in accordance with the Numbering plan, which includes free routing of these calls to other area codes used by emergency services.
7.2.2. 
Free calls from paragraph 7.2.1. of this article will be provided 24 hours a day, seven days a week, without the use of any payment method from any telephone device, regardless of the determined tariff.
7.2.3. 
SETCOR is obliged to submit to the central government body competent for receiving calls to emergency services, in accordance with a special law governing the civil protection system, all available data on calls made to number 112, which in particular includes data on the name and surname of the caller, the called number, the time and duration of the call, and the location from which the call was made, unless the specified information is available to SETCOR.
7.3. 
Restriction on consumption of services
7.3.1.
 SETCOR will promptly enable the User, upon request and at no charge whatsoever, to prohibit outgoing public communications services after the monthly costs of these services exceed a specified, pre-selected amount.
7.3.2. 
SETCOR will promptly allow the User, upon request, a simple, complete and free ban of certain types of outgoing calls or calls to certain types of numbers or groups of numbers.
7.3.3. 
Notwithstanding the prohibitions in paragraphs 7.3.1 and 7.3.2 of this article, SETCOR shall allow the user to make incoming calls and outgoing calls to the emergency services and to the SETCOR customer service number 072 400 400.
7.4. 
Terms and conditions for payment of services
7.4.1. 
SETCOR generally charges its services on a monthly basis through an invoice that SETCOR issues to the User on paper or electronically, provided that the User has given his or her consent to have the invoice submitted electronically. The User may at any time request that the invoice be delivered to him on paper instead of electronically. If the User has contracted two or more individual services with SETCOR, SETCOR may, at the User's request, enable the payment of all services through a single account. The User solely pays all the fees and expenses of the institutions with which he performs the payment of bills, except with the institutions with which SETCOR has agreed special conditions.
7.4.2. 
SETCOR will provide a detailed printout of the invoice for the services provided, at the request of the User, free of charge.
7.4.3. SETCOR will provide a detailed printout of the invoice for the last year, at the request of the User, free of charge.
7.4.4. 
The User is obliged to pay the full calculated amount of the invoice by the due date specified on the invoice, otherwise SETCOR will send him or her a written notice for payment of the invoice. The notice must contain a warning that the telecommunication terminal equipment and / or telecommunication connection line will be temporarily disconnected from the SETCOR fixed network if within 30 (thirty) days from the delivery of the notice the User does not settle the debt, provided that the User has not objected to the amount of the debt. Temporary disconnection must, in accordance with technical possibilities, be limited to only those services for which the outstanding debt has not been settled.
7.4.5. If the User does not settle the debt even after the expiration of 30 (thirty) days from the date of temporary disconnection, SETCOR may permanently disconnect the telecommunication terminal equipment from the electronic communications network and terminate the Subscription agreement in accordance with the provisions of these General Terms and Conditions.
7.4.6. The User who has filed a complaint about the amount of the debt is obliged to pay the undisputed part of the amount of the invoice for the services rendered or the average amount with which the User was indebted within a maximum of 3 (three) months before the period to which the complaint relates. In the event of a non-settlement of an uncontested portion of the invoice amount as required by this paragraph, SETCOR shall have the right to comply with paragraph 7.4.4. and 7.4.5. of this article.
7.4.7. In the cases referred to in paragraphs 7.4.4., 7.4.5. and 7.4.6. of this article, SETCOR will not be liable for any damage that may occur to the User due to the temporary disconnection of the telecommunication terminal equipment or telecommunication connection line from the SETCOR fixed network, or in case of restrictions on the use of services.
7.4.8. SETCOR is authorized to assign claims to the User to third parties, banks and debt collection agencies, in a manner and in accordance with applicable regulations, whereby the end user of the service does not bear the costs of the assignment or any other costs that may arise from the assignment.
7.5. 
Protection against overuse, misuse and fraud
7.5.1. 
For the purpose of User protection, SETCOR shall monitor the User's normal conduct when using the services and alert them as soon as possible of any unusual and sudden increase in the cost of using the Services during each individual billing period. The User will be warned if the cost of using the services is twice the average amount of the service invoice in the previous 3 (three) months, unless otherwise determined by the decision of the Croatian Post and Electronic Communication Agency (HAKOM).
7.5.2. 
In cases where the User uses the service for a period of less than 3 (three) months, SETCOR will notify the User as soon as possible when the total cost of using the Services is twice the contracted amount of the minimum monthly consumption or monthly fee.
7.5.3. 
In case of reasonable doubt of misuse in the use of the services, SETCOR may suspend the provision of the service to the User if the stated use is four times the average amount of the service invoice for the period of 3 (three) months.
7.5.4. 
SETCOR shall, in the case referred to in the preceding paragraph of this Article, suspend services only after having issued a warning to the User, whereby re-activation may be conditioned by the advance payment of a specified amount that represents arrears for the current accounting period.
7.5.5. 
If SETCOR did not issue a warning to the User in due time about the excessive consumption, the User shall pay the due amount until the conditions for informing the User about the excessive consumption have been fulfilled and from the moment when SETCOR informed him or her.
7.5.6. 
If SETCOR has not at all warned the User of the excessive consumption, the User shall be obliged to pay the amount owed by the time the conditions for informing the User of the excessive consumption have been fulfilled.
7.5.7. 
In the event that the User uses the service for a period of less than 3 (three) months and SETCOR has not issued any warning about the excessive consumption, SETCOR will charge the User an amount that is twice the contractual amount of the minimum monthly consumption or monthly fee.
7.5.8. SETCOR reserves the right to temporarily disconnect telecommunications terminal equipment, i.e. temporarily restrict access to and use of certain services, as well as to introduce other appropriate measures to protect against abuse and fraud (eg. limiting the availability of calls to high-risk numbers, including calls to international destinations, eg. via semi-automatic dialing services, restriction of access to the e-mail server to users who are suspected of having a virus, limiting outgoing traffic for the purpose of restricting the effect of the virus). SETCOR will inform the User as soon as possible of the reasons leading to the temporary disconnection and the conditions for re-establishing connection.
7.5.9.  If, given the solvency of the User, his or her past payment behavior and / or average use of the services, SETCOR determines that there is reasonable doubt that the User will not be able or will not settle his or her debts for the services provided, SETCOR shall have the right to request from the User during each billing period, payment of the entire amount made through the use of services, or request adequate payment security, provided that the use of the service is four times higher than the average amount of the invoice in the previous 3 (three) months. If the User fails to comply with the stated payment request within the deadline specified in that request, SETCOR shall have the right to temporarily switch off telecommunication terminal equipment or restrict the use of services.
7.5.10. The User agrees to use the SETCOR services solely for his or her own purposes and will not outsource the service or certain parts of the service to third parties without the prior written permission of SETCOR.
7.5.11. The User is obliged to use SETCOR properly and responsibly, and is obliged to apply the available protection measures against abuse and fraud in the public communications network in accordance with the instructions of SETCOR.
7.5.12. The User confirms that he or she is aware of and accepts and agrees to comply with the Special Terms of Use of SETCOR IT services published on the SETCOR website while using the services.
7.5.13. The User bears full responsibility for the legality, content, quality and truthfulness, as well as for the implementation of appropriate protection measures against unauthorized use, all information, applications, data, audio and video as well as all other materials offered and made available through the use of SETCOR services, in particular internet access and / or email services.
7.5.14. The User agrees to use any protected content (copyrighted and / or intellectual property content) made available through SETCOR services in accordance with applicable regulations, and not to publish or otherwise use it without the consent of the respective right holder

.
Article 8 - Transfer of the subscription agreement
8.1. 
Permanent transfer of contractual relationship
8.1.1. 
The User may, without charge, permanently transfer the rights and obligations under the Subscription agreement to another natural person or legal entity by submitting a request for the transfer of a contractual relationship for the subject service, co-signed by the User and the new user, given that such individual continues to use communication services as the new user through the same network connection point and subscriber number.
8.1.2. In the case of renting an apartment or business premises, the lessor or lessee may temporarily transfer the rights and obligations arising from the Subscription agreement relating to the associated network connection point and subscriber number to the lessor or lessee who thereby becomes a temporary user. The User is obliged to inform SETCOR of the termination of the lease of the apartment or the lease of business premises. After SETCOR receives notice of termination of the lease or tenancy, he or she is obliged to give back the rights and obligations from the Subscription agreement to the owner of the apartment or business premises.
8.1.3. 
The transfer will be carried out after SETCOR accepts the transfer request or the temporary transfer of the subscription agreement. Prior to accepting a transfer contract request, SETCOR is authorized to undertake all activities related to the establishment of a contractual relationship.
8.1.4. 
In the case of a transfer or temporary transfer of a subscription contract, the User remains responsible for the obligations incurred up to the moment of transfer, while the obligations arising from the moment of transfer are the responsibility of the new user or temporary user. Exceptionally, the right to terminate the subscription agreement, as well as rights and obligations that are exclusively related to the User, are not transferred to the new or temporary user. When transferring and temporarily transferring a Subscription agreement to a new or temporary user, SETCOR has the right to request the new or temporary user to provide adequate payment security.
Article 9 - Relocation of the Service
9.1. 
The User may request the relocation of his or her telecommunication terminal equipment from one room to another within the same residential / commercial premises (relocation) or from one location (address) to another location (address) of connection (relocation), which implies the relocation of telecommunications terminal equipment within the same location (addresses) of connection, in the case of two separate residential / commercial premises, by sending a written notice to a sales representative or the competent SETCOR Customer Service Department via e-mail: support@SETCOR.hr.
9.2. 
SETCOR shall, upon request of the User, relocate or relocate the telecommunications terminal equipment if all the technical and formal conditions for relocation or relocation are fulfilled. This includes, but is not limited to, the presence of SETCOR's infrastructure in the desired area.
9.3.    SETCOR shall, within 15 days of receipt of the resettlement request of the User, provide the User with an acknowledgment of acceptance of the transfer or relocation request, provided that all the technical requirements for the relocation or transfer or notification of non-acceptance of the transfer or relocation request are met. If a transfer or relocation request is accepted, SETCOR will, within a maximum of 45 days from the date of receipt of the transfer or relocation request, tranfer or relocate the telecommunications terminal equipment to the location (address) specified in the relocation request.
9.4. 
For the transfer or relocation referred to in paragraph 1 of this article, SETCOR shall be entitled to charge the User a fee specified in the applicable SETCOR Price list.
Article 10 - Service quality, interference, technical and operational capabilities of the SETCOR network and exclusion of liability
10.1. 
SETCOR provides services to the User at a level of quality that complies with all applicable technical standards and regulations of the Republic of Croatia.
10.2.  SETCOR shall not be held responsible for the unavailability of the service, unsatisfactory quality of service or damage that could occur if the User replaces the telecommunications terminal equipment without SETCOR's consent, fails to provide the required terminal equipment configuration or does not adapt the existing telecommunications terminal equipment to the requirements of the service, fails to comply with SETCOR’s instructions , does not install the appropriate computer program or set up a home installation if it is necessary for the proper functioning of the service, or if the home installation, terminal equipment configuration or computer program installation is defective or inadequate, if it uses terminal equipment in a manner contrary to SETCOR instructions or these General Terms and in other cases where the User is responsible for the damage.
10.3. 
SETCOR is obliged to determine the location and cause of defects and faults in its system and to take measures to eliminate them, paying particular attention to the speed and effectiveness of defects and faults elimination.
10.4. 
SETCOR shall not be held liable for damages of any kind incurred by the User as a result of technical issues during the use of SETCOR services or for any other reason, except for damage caused by intent or gross negligence of SETCOR, unless otherwise provided by enforced regulations.
10.5. 
SETCOR is not responsible for damages caused by system outages or reduced network quality during regular maintenance of SETCOR's network, which may affect the quality of service. SETCOR is obliged to inform Users accordingly regarding any interference.
10.6.  In the event of a planned disruption of the SETCOR network for a period longer than 2 (two) hours, SETCOR shall notify the Users accordingly.
10.7. 
SETCOR is not liable for damages if the quality level of the service provided is less than the prescribed quality level of the service if the quality level has been reduced due to objective causes that could not be predicted or avoided or eliminated (force majeure).
10.8. 
SETCOR is obliged to eliminate the defect in the telecommunication thermal equipment which is in the lease of the User, that is, which has been made available to the User within five (5) days from the date of reporting the fault, and within a maximum of three (3) days from the notification, notify the User about the timing and manner of troubleshooting. If SETCOR fails to remedy the defect within the specified deadline, the User is entitled to terminate the contract without paying compensation due to early termination of the contract, unless the delay in defect elimination is caused by the fault of the User or force majeure.
10.9. The User agrees and accepts that within the technical and operational capabilities of the SETCOR system there is a possibility that some Services will not be available at all times. The User also agrees and accepts that the above may cause delays in sending or receiving data transmitted through the SETCOR system.
10.10. SETCOR shall not be held responsible for any uncontrolled conection to dial-up internet access numbers (numbers 076 and 077) made with another access operator.
10.11. SETCOR shall not be held responsible for the quality of electronic communications services provided by other operators to any natural persons or legal entities through SETCOR's electronic communications network. Use of such services is subject to the general terms and conditions of business of that Operator.
10.12. In order to avoid potential congestion in its own network, SETCOR will regularly measure and design electronic communications traffic.
Article 11 - Filing of a complaint by the User and claims for damages
11.1. 
The User has the right to file a complaint against the amount in charge of the service provided, a complaint about the quality of the service provided, and a complaint about violation of the provisions of the subscription agreement.
11.2. 
The User submits the complaint referred to in paragraph 1 of this article exclusively in writing to the competent SETCOR Customer Service Department via e-mail: support@SETCOR.hr, which carries out the procedure of resolving the complaint in the first instance. The complaint must include the facts and evidence on which it is based.
11.3. 
The User may file the complaint referred to in paragraph 1 of this Article regarding :
· the amount charged with the service rendered within 30 days from the due date of the invoice for the services rendered;

· the quality of the service provided within thirty (30) days from the date of providing the service;

· all other cases referred to in paragraph 11.1 of this article, within fifteen days from the day of becoming aware about the action or omission of SETCOR, and not later than thirty (30) days from the day of violation of the provisions of the subscription agreement.

11.4. 
SETCOR will decide on the merits of the complaint and notify the User in writing within a maximum of fifteen (15) days of receipt of the complaint. The written response to the User must include, among other things, instructions on the User's right to file a complaint with the competent User complaints commission.
11.5. 
In case of submission of the complaint referred to in paragraph 11.1. of this article, SETCOR must verify the amount of the debt for the service provided or the quality of the service provided, and, on the basis of the administrative and technical checks performed, confirm the amount of the debt or adjust it to the correct amount. In case of rejection of the complaint as unfounded, SETCOR is obliged to issue to the User a certificate of performed verification, with accurately and clearly stated components of the administrative and technical verification of all parts of the network and system within the scope of responsibility of SETCOR, for which the verification was performed. SETCOR is entirely responsible for the accuracy of all the allegations in the certificate issued.
11.6. 
The User, who has filed the complaint referred to in paragraph 1 of this Article on the amount he or she is indebted for the rendered service, is obliged to settle, until the resolution of the complaint, the undisputed part of the amount of the invoice for the rendered Services or the average amount he has been indebted for a period not exceeding three months before the period on pertaining to the complaint. In the event of non-settlement of an uncontested part of the amount of the invoice for services rendered or the average amount to which the end-user of the services was indebted within a maximum of three months prior to the period to which the complaint relates, SETCOR shall be entitled to act in accordance with the provisions of paragraph 7.4.4. and 7.4.5. of these General Terms. To a User who has settled an uncontested invoice amount and duly settles all the following uncontested invoices for the services provided, SETCOR shall not suspend the provision of the telecommunication terminal equipment or disconnect it from the electronic communication measure until the end of court proceedings, dispute resolution proceedings before HAKOM or any other extrajudicial dispute resolution, unless the User has terminated the subscription agreement.
11.7.   If SETCOR has already suspended the provision of the Service to the User or disconnected the subscriber terminal equipment from the electronic communications network before receiving notification from the User, the competent authority or a person regarding the dispute resolution procedure before HAKOM, or about the initiated court proceedings or other extrajudicial settlement procedure shall, without delay and without charge, restart and continue to provide the service to the User (reconnection), until the end of court proceedings, the dispute resolution procedure before HAKOM, or any other out-of-court dispute settlement procedure, unless the subscriber has terminated the subscription agreement. The obligation laid down in this article shall also exist in the case when SETCOR has initiated enforcement proceedings against the User.
11.8. 
In case of submission of the complaint referred to in paragraph 11.1. of this article, in addition to the amount charged for providing the Service that includes broadband Internet access, SETCOR will, in addition to the information required to print the invoice, display in detail the IP addresses accessed from the User's account, as well as the duration and time of access and the recorded traffic. Detailed IP address printout will contain IP address names, if possible.
11.9. 
In the event where the User has filed the complaint referred to in paragraph 11.1. of this article, the administrative verification referred to in paragraph 11.5. must include verification of information regarding the User and his consumption of services recorded in the SETCOR databases, and technical verification must include a thorough check of the technical soundness of the electronic communications network and subscriber terminal equipment for the electronic communications service performed, as well as the availability of the subscriber line for unauthorized use outside User areas. The availability check includes, but is not limited to, the availability at the docking point in the common areas of the building, the street, and refers to unauthorized use by SETCOR staff.
11.10. 
The User who has filed a complaint referred to in paragraph 1 of this article on the quality of the provided service may claim compensation from SETCOR if it is determined that the quality of the provided service is lower than the quality level of the service stipulated by the subscription agreement, these General Terms or the applicable regulations.
11.11. 
SETCOR shall not be obliged to compensate the User for the damage referred to in the preceding paragraph if there is a decrease in the quality level due to objective causes that could not be predicted or avoided or eliminated (force majeure). SETCOR will provide Users with a detailed explanation of the non-acceptance of any service quality complaint in case of force majeure.
11.12. If SETCOR is found to have breached the provisions of the Subscription agreement or terminate the provision of the service unjustifiably, the User who has filed a complaint under paragraph 1 of this article for breach of the provisions of the subscription agreement or a complaint for the unjustified termination of service, has the right to terminate the Subscription agreement without compensation and the right to a refund of any unduly charged amounts.
11.13. 
In the event of the User's objection to the speed of broadband Internet access, the User must submit to SETCOR the results of a minimum of 3 (three) peak hour measurements (from 19 to 23 hours) over a period of 5 (five) consecutive days, with a maximum of one measurement within 24 hours, and the User will be notified in writing. The measurement is performed by a certified broadband Internet speed measurement tool, made by HAKOM. A link to which a certified measuring tool can be found on the SETCOR internet website. The measurement results are appropriate evidence in the process of resolving the User's complaint in accordance with Article 11 of these General Terms and the measurement may be repeated by SETCOR and / or HAKOM depending on the conditions and circumstances.
11.14. 
In the event that SETCOR did not provide the User with the agreed or minimum broadband speed, SETCOR is obliged to always offer the User termination without payment of the fee due to early termination of the contract, and in addition may, with the consent of the User, switch to a package that is more appropriate to the actual achievable broadband speed or reducing your monthly fee.
11.15. 
 In the event of a written complaint referred to in paragraph 4 of this article, SETCOR is obliged to carry out additional checks taking into account all, and in particular, the stated comments of the User. The written response to the decision of the User complaints commission must also contain a detailed explanation of the reasons for refusing or accepting the complaint, together with the supporting evidence on the basis of which the decision on rejection was made, and an instruction that after receiving the response of the committee, if not satisfied, can further address HAKOM.
11.16. 
In the event that a request to settle the dispute is submitted to HAKOM, SETCOR is obliged to suspend all actions or procedures for the purpose of forcibly collecting the disputed amount until the dispute is brought before HAKOM. In the event of a decision or opinion on the merits of the User's complaint, SETCOR may claim the disputed amount by sending a notice in accordance with the provisions of these General Terms and Conditions.
11.17. 
SETCOR shall reduce the invoice to the complainant referred to in paragraph 1 of this article in the part relating to the overcharged amount for services rendered if the verification establishes that there was a technical or other defect in the period to which the complaint relates, fraud or abuse found to have caused increased indebtedness. If the amount for the service provided has been paid in full, the User will be charged a higher amount of the charge, or the amount shall be reduced for the first following period.
11.18. 
If, due to a technical issue and / or a decrease in the quality of service within the scope of SETCOR's responsibility, which has not been removed by SETCOR within twenty-four (24) hours of its establishment, the User has not been granted access to or use of the services, his or her fee shall be reduced for monthly or quarterly access to the communication system or otherwise compensated to the User, in proportion to the number of days of the technical issue. SETCOR is obliged to offer the said fee reduction or indemnification to the User with the date of invoicing and the User is obliged to notify SETCOR of the selection within seven (7) days. SETCOR is obliged to carry out the selection of the User in the next monthly accounting period. The technical issue referred to in this paragraph shall not be considered as non-coverage of a specific area by a useful signal from SETCOR, and Users who find themselves in that area shall not be entitled to a reduction of the compensation established by this paragraph.
Article 12. – Sector obligations
12.1. 
SETCOR shall assign to the User a subscriber telephone number in the SETCOR fixed network. The User and SETCOR may agree on the transfer to the fixed network of SETCOR of the subscriber's telephone number assigned to the User by another operator of publicly available telephone services, in accordance with the applicable regulations applicable to transfer of the number. SETCOR reserves the right to change the subscriber number assigned to the User in the event of a change in the Numbering plan and is obliged to inform Users in due time of such change. Users are not entitled to compensation for the change of the assigned subscriber number as a result of the change of the Numbering plan carried out by HAKOM.
12.2. 
SETCOR is obligated to assign to the User a username and identification codes and passwords for services that by their nature require it, and is obliged to protect the user account from unauthorized use in such a way that only the User has access to the service through his or her user account. Article 6.5 of these General Terms shall apply to the protection of usernames and access data.
12.3.
SETCOR shall, at the request of the User, provide a free ban on outgoing calls after the cost of these calls exceeds a predetermined amount, all in accordance with HAKOM's decision. The provisions of this paragraph shall also apply mutatis mutandis to restrictions on Internet access and data traffic.
12.4.
SETCOR shall, at the request of the User, provide free of charge prohibition of certain types of outgoing calls or calls to certain types of numbers or groups of numbers, free access to emergency numbers, including free access to the Single European emergency number 112.
12.5.
SETCOR shall provide free access to SETCOR customer support to report and eliminate any defects or errors and to inform regarding SETCOR services. Customer support is available to Users every day from 0-24. In the event of misuse of customer support, SETCOR has the right to block customer support calls from a specific number, in which case it shall not be liable for any damage that may occur to the User due to the inability to access customer support.
12.6.
If the User has entered into a Subscription agreement with a specified trial period after the expiration of which the User may cancel the service free of charge, SETCOR shall notify the User at least 5 (five) days before the expiration of the trial period that he or she shall no longer be able to terminate the Subscription agreement without compensation.
12.7.
SETCOR will, if the technical requirements are met, allow existing and new Users to setup child access restriction.
12.8.
SETCOR will regularly maintain, upgrade and modernize its network facilities and infrastructure, and monitor the functioning and quality of services provided to ensure, as far as reasonably possible, the proper and undisturbed operation of its telecommunications system.
12.9.
SETCOR is under no obligation to retain the content of User communication (eg. emails, files, etc.) stored in the SETCOR system for more than one year from the last date of the User's access to the internet services through the SETCOR user tag to which this information is linked or last the date of the User's access to his or her electronic mailbox, whichever occurs last. SETCOR is under no obligation to make and maintain backups of User data stored in the SETCOR system unless otherwise specified and agreed.
12.10.
SETCOR shall, at the request of the User, verify the consumption information of the service contracted by the User, and will promptly and free of charge inform the User of the utilization of the contracted package. If SETCOR does not notify the User in due time of the utilization of the contracted package, the User shall pay the amount due until the conditions for notifying the User have been fulfilled.
12.11.
In the event of a modification in the provisioning technology, and which change requires certain adjustments to the User's telecommunications terminal equipment, SETCOR is obliged to notify the Users in writing or electronically at least 90 (ninety) days prior to the intended change.
Article 13 – Temporary suspension of Service and restriction of use of Service
13.1. 
SETCOR may temporarily restrict the use of services and / or temporarily disconnect telecommunications terminal equipment from the SETCOR fixed network in the following cases:
· if, during the validity of the Subscription agreement, SETCOR determines that there is a reason for rejecting the request for the establishment of a Subscription agreement, or a reason for termination of the Subscription agreement;

· if SETCOR determines that the User has violated the provisions of these General Terms and Conditions, for which these General Terms and Conditions foresee temporary diconnection;

· on the basis of a decision of the competent court and / or body, or for other reasons provided for by the applicable regulations.
13.2. 
SETCOR shall, in the event that the conditions from the previous paragraph of this article are fulfilled, inform the User as soon as possible of the reasons which led to the temporary disconnection and the conditions of reconnection.
13.3.  In case of temporary limitation of services and / or temporary disconnection of telecommunication terminal equipment due to the outstanding debts of the lessee or lessor, SETCOR will also send the notice of temporary disconnection to the owner of the apartment or business premises at the address indicated in the request for temporary transfer of the subscription contract. In the case referred to in this paragraph, SETCOR may not permanently disconnect telecommunications terminal equipment, but as soon as the conditions for permanent disconnection are fulfilled, SETCOR is obliged to return the subscriber line back to the lessor or lessee, and by what procedure the lessor or lessee is made aware of the request for a temporary transfer of rights and obligations from the subscription agreement to the lessee or lessor.
13.4. 
The service will be restored no later than three (3) working days after the reasons for limiting the use of the service or temporary disconnection of telecommunication terminal equipment cease.
13.5. 
The User has the right to request the Service for temporary disconnection of telecommunication terminal equipment from the public electronic communications network no more than once in a calendar year for a maximum of three (3) months.
13.6. 
SETCOR shall not charge a monthly fee for access to the public electronic communications network during temporary disconnection. In the event that the contractual relationship has been agreed for a fixed term of the contract, the time of temporary disconnection at the request of the User shall not be counted over the duration of the obligatory duration, i.e. the mandatory duration of the subscription agreement shall be extended for as long as the temporary disconnection is active at the request of the User. Upon expiry of the temporary disconnection period, SETCOR will automatically allow the use of the Services without the User's prior approval, unless the User has explicitly stated the date of the reconnection.
13.7. 
SETCOR is entitled to charge a fee for the re-activation of temporarily disconnected equipment in accordance with the SETCOR price list.
13.8..  In the event of temporary disconnection or restriction on the use of the services in accordance with this article, the User shall not be entitled to compensation for any damage unless the damage was caused as a result of intent or gross negligence by SETCOR.
13.9.  For the duration of the temporary disconnection of telecommunication terminal equipment and before termination of the subscription contract, the User will be provided with incoming calls when he is in the territory of the Republic of Croatia and outgoing calls to emergency services and toll-free Customer Service number. The foregoing does not apply in the case of temporary disconnection for misuse of dialing 112, in which case the temporary disconnection procedure laid down in the special rules of the Single European emergency number shall apply.
Article 14 - Termination of contractual relationship
14.1. 
The Subscription agreement may be terminated for the following reasons:
· if SETCOR should subsequently determine that there are no standard technical conditions at the connection location for connection to the SETCOR fixed network and the User does not accept the appropriate replacement technical solution;
· if, during the term of the Subscription agreement, SETCOR determines that there are any grounds for refusing the request for the conclusion of the Subscription agreement and consequently temporarily disconnects the telecommunications terminal equipment from the fixed network SETCOR, and these reasons are not eliminated within 30 days from the date of temporary disconnection;

· if the User does not ensure compliance of the terminal equipment with the requirements of the service provided to the User and does not follow the instructions of SETCOR, he will not profitably allow SETCOR to take all necessary actions related to upgrading and modernization of the electronic communications network, telecommunication connection lines and / or telecommunication terminal equipment, all for the purpose of providing electronic communications services to the User;

· if the User fails to pay the due amount within 30 days from the date of temporary disconnection of the telecommunication terminal equipment from the SETCOR fixed network;
· if the User does not rectify the failure of the telecommunication terminal equipment or does not allow SETCOR access to the telecommunication terminal equipment for inspection and elimination of the failure even after the expiration of 30 days from the date of temporary shutdown of the telecommunication terminal equipment;
· if SETCOR determines that the electronic communications equipment is connected to the SETCOR fixed network without authorization or that the SETCOR fixed network is otherwise misused by the User and / or a third party;

· if, for the reasons set out in Article 7.5.8. and 7.5.9. of these General Terms and Conditions, the telecommunications terminal equipment is temporarily disconnected from the SETCOR fixed network and the User does not pay SETCOR an amount due within a further 30 days or, at the request of SETCOR, provide adequate payment security; 
· if SETCOR subsequently determines that the address of the SETCOR invoice delivery and User notification in the territory of the Republic of Croatia is unknown or that the other personal data stated in the request for entering into contract and / or Subscription agreement is incorrect or false;

· in all other cases when the User does not fulfill his obligations stipulated by the Subscription agreement, these General Terms and Conditions, when he prevents SETCOR through his actions in carrying out proper provision of services or when his behavior is contrary to the purpose for which the Subscription agreement has been concluded.
14.2.  The Subscription agreement may also terminate in other cases stipulated by applicable regulations.
14.3.   In any case, the Subscription agreement shall cease to be valid upon termination of SETCOR's authority to provide public communications services subject to these General Terms.
14.4.    If, after the demise of the User, his or her heirs or members of the joint household continue to use the public communications services contained in the Subscription agreement, they are deemed to have expressed a desire to continue the s+subscription agreement. In this case, the heirs or members of the joint household are obliged to ask SETCOR to transfer the Subscription agreement in their own name. SETCOR is not required to allow the transfer of a Subscription agreement if there are outstanding arrears and uncontested debts. With termination of the legal entity the Subscription agreement is also terminated.
14.5..  If the bankruptcy or insolvency proceedings is initiated against the User, the insolvency administrator or the liquidator shall notify SETCOR of such proceedings in writing within 30 (thirty) days from the day the said proceedings have been initiated. If the insolvency administrator or the liquidator requests a change of the User's name and a transfer of the Subscription agreement in the notice, SETCOR will transfer the Subscription agreement and make the necessary changes in the User's name. Otherwise, the Subscription agreement will be considered terminated on the day of opening of bankruptcy or insolvency proceedings against the User.
14.6.  The User may terminate the Subscription agreement by sending a notice of termination of the Subscription agreement by mail or electronically. SETCOR will notify the User who has applied for termination of the Subscription agreement on termination of the same in writing and will allow the termination to the User regardless of the existence of SETCOR's claim against the User within 12 (twelve) working days from the date of termination.
14.7. In the event that SETCOR is unable to fulfill its contractual obligations in accordance with these General Terms, the User shall have the right to terminate the Subscription agreement without paying the early termination fee, except for the outstanding debt for the Services provided.
14.8 The User is entitled to a fee of HRK 240 (two hundred and forty kunas) per day for each day of delay until the day of service or termination of the Subscription agreement, or in case of termination of service due to a change to a new operator longer than one day for each day of delay started. The amount of the fee is calculated for a maximum of 15 (fifteen) days of delay or termination of service. The right to compensation for the untimely transfer of a number excludes the right to receive this compensation. If the untimely realization of the service is caused by the unavailability or non-response of the User to calls for installation of the service or delivery of equipment, the User shall not be entitled to compensation for the stated period.
14.9. The request for payment of the fee shall be submitted in writing or electronically to the new operator, not later than 75 (seventy-five) days from the day of signing the single statement, and in the case of a long distance contract 75 (seventy-five) shall be calculated from the date of conclusion of the contract. Payment of the fee shall be made no later than thirty (30) days after the receipt of the request for payment of the fee.
14.10. The new operator will inform the applicant within seven (7) working days of the receipt of a valid claim for payment of the fee. In case the delay of the realization of the service or interruption of the provision of the service was caused by the existing operator, the new operator will forward the request for payment of the compensation to the existing operator together with all necessary data for payment of the payment received from the User within 3 (three) working days from the date of receipt same. The existing operator will respond to the User within 7 (seven) working days from the date of receipt of the request for payment of the fee.
14.11. In the event of rejection of the request for payment of the fee or if it considers that the fee has not been correctly calculated, the User may within 30 (thirty) days from the date of receipt of the notification from the operator or after the expiry of the period referred to in paragraph 13.9. of this article report to the electronic communications inspector.
14.12. The provisions of this article shall apply mutatis mutandis in the event of delay in the relocation of telecommunications terminal equipment in accordance with the provisions of these General Terms and Conditions.
Article 15 - Transparency measures to ensure open internet access
15.1. 
All open internet access service providers in the Republic of Croatia are required to comply with Regulation (EU) 2015/2120 of the European Parliament and of the Council of 25 November 2015 laying down measures concerning open internet access and amending Directive 2002/22 / EC universal service and users' rights regarding electronic communications networks.
15.2. 
The Internet is an international computer network that is not directly controlled by SETCOR but only linked to it. SETCOR does not guarantee, or be liable for, the quality and availability of services available over the Internet, or for any damage that may occur to the User through their use.
15.3.
The User, through the Internet access service, has the right to access information and content and their distribution, the right to use and provide applications and services, and the right to use the terminal equipment of his or her choice, regardless of the origin or destination of the information, content, application or service. 

15.4.
SETCOR shall not implement traffic management measures that go beyond the measures set out in the second subparagraph, and in particular shall not block, slow down, alter, restrict, interfere with, degrade or discriminate against certain content, applications or services, or certain categories thereof, unless necessary and only for as long as is necessary in order to:
· ensure compliance with European Union legislation or national legislation harmonised with European Union law to which the Internet service provider is subject, or compliance with measures in accordance with Union law implementing such European Union legislation or national legislation, including court rulings or orders of public authorities vested with appropriate authority;

· maintain the integrity and security of the network, services provided through that network and end-user terminal equipment; and

· prevent impending network congestion and mitigate the effects of exceptional or temporary network congestion, provided that the same categories of traffic are treated equally.

15.5.
The User agrees and accepts that the quality of the Service may be reduced during the provision of certain Services based on IP (Internet Protocol) technology (e.g. delay in sending or receiving data). For certain Services based on IP technology, SETCOR cannot guarantee the accuracy of the location data from which the call was made, including calls made to emergency numbers. Also, some IP-based Services will not be available in the event of a power outage. The aforementioned characteristics and deviations in the provision of certain Services are listed in more detail in the special conditions of use of the service and / or the Price List. In the described cases, SETCOR shall not be liable for any damage that may occur to the User or third parties, unless the damage was caused as a result of intent or gross negligence solely on the part of SETCOR.
15.6. 
For all Services that include broadband Internet access, SETCOR determines the minimum speed of broadband Internet access as one of the following values, depending on which is more favourable for the User:
· at least 70% of the maximum (advertised) speed of broadband Internet access during peak traffic hours (from 7 pm to 11 pm) or the maximum speed of the first lower tier retail package, whichever is more favourable for the User.
15.7.
Depending on the agreed to speed of service, SETCOR delivers the agreed to speed and does not control the transmitted content, except in the case of participating in a DOS/DDOS attack as a source or target, in which case SETCOR may disconnect the User from the network.

A DDoS denial-of-service attack is a malicious attempt to disrupt the normal traffic of a target server, service, or network by disrupting the performance of the attack target itself or the surrounding infrastructure by flooding it with packets or bandwidth. An attack uses multiple computers to launch coordinated attacks on one or more targets and aims to disrupt network, security, or application infrastructure.
Recommendations:

•
Monitor your services and prepare an emergency response plan.

o
Focus on monitoring Anti-DDoS Basic.

If the user infrastructure is exposed to a DDoS attack, Anti-DDoS Basic sends information and alerts via email. It is recommended to respond immediately to the warning.

o
Develop an emergency response plan.

Develop an emergency response plan based on the system architecture and available human resources in advance. If necessary, conduct technical exercises to test the response plan in advance.

•
Choose the optimal commercial security solution.

SETCOR offers a range of solutions that can ensure business continuity:

o
The SETCOR Anti-DDoS solutions can deliver DDoS protection in a way that ensures user leased clean-pipe Internet capacity even during high-capacity volumetric attacks, thus ensuring uninterrupted operation and business continuity.

o
SETCOR WAF (Web Application Firewall) protects against attacks on the transport (L3), session (L4) and application (L7) layer for web applications such as HTTP flood or cross-scripting attacks. WAF identifies malicious traffic, filters it, and then forwards normal traffic to the user’s web server. WAF protects the web server from attack and ensures the security of your data and business.

DDoS attacks have become a major concern for users and service providers due to a wide range of impacts. DDoS attacks on Internet Service Providers (ISPs) can affect a large number of users. Computer networks are shared environments in which all parties must maintain stability. The behaviour of one party can affect the entire network as well as the networks of other users.

In case the user does not have a licenced DDoS protection service, and the public IP address of the user is subjected to DDoS attacks "blackhole filtering" protection will be activated when the volume of DDoS attacks exceeds the capacity of the user's Internet link or otherwise endangers the infrastructure.

In case of the activation of "blackhole filtering" protection, all incoming Internet traffic coming from outside the Republic of Croatia, and intended for that IP address, is temporarily blocked. It is not possible to access the IP address via the Internet outside the Republic of Croatia. Blackhole filtering protects the infrastructure from further attacks and prevents the attack from affecting other users. During blackhole filtering, SETCOR continuously monitors the status of DDoS attacks. A certain period of time after the DDoS attacks have stopped, SETCOR will automatically deactivate the "blackhole filtering" protection, after which the IP address can again be accessed via the Internet.

If the "blackhole filtering" protection is activated during the use of the SETCOR service, it means that the user infrastructure cannot be protected from current DDoS attacks. It is recommended to use one of the following methods to solve this problem:

•
 (Recommended) Improve the ability of the user infrastructure to mitigate DDoS 

SETCOR Anti-DDoS protection improves the ability to purge Internet traffic, allowing the user infrastructure to work smoothly even during DDoS attacks. In this way, the ability to reduce the effects of a bandwidth attack of up to multiple terabytes per second is achieved. SETCOR Anti-DDoS protection guarantees dedicated mitigation capabilities and reliable defence against this type of attack. SETCOR delivers a "clean pipe" in both cases, whether during ongoing attacks or when there are none. Incoming traffic during the attack will be automatically redirected through our scrubbing centres and will deliver only "clean pipe" traffic to your infrastructure and return traffic will always be routed directly. Activation/deactivation is an integral part of the service and as such does not require any user intervention.

•
 Wait for the blackhole filtering protection to deactivate automatically

SETCOR monitors the status of DDoS attacks on user infrastructure and automatically deactivates blackhole filtering protection a certain amount of time following the end of the DDoS attack. After this the user infrastructure can again be accessed via the Internet. By default, SETCOR automatically deactivates filtering 30 minutes to 24 hours after the start of a DDoS attack. The time period varies depending on the frequency of attacks on user infrastructure. If the attack is still ongoing, the "blackhole filtering" protection will be reactivated automatically.

The minimum duration of "blackhole filtering" protection is 30 minutes. During this period, this protection cannot be disabled. The actual duration of protection varies depending on the type of attack, ranging from 30 minutes to 24 hours depending on the following factors: 

•
 Duration of the attack. If the attacks continue, the duration of protection is extended. 

If the IP address is a frequent target of attacks, then there is a high probability that it will be the target of permanent attacks. In such cases, the duration of protection is automatically extended.

Notice

If DDoS attacks on a user's IP address trigger blackhole filtering protection too often, SETCOR reserves the right to extend the duration of protection and reduce the filtering threshold for a particular IP address or, in exceptional cases, to exclude the user from the network.
15.8.
In the case of shared Internet access where a certain number of users share the advertised Internet access speed (SHARED POOL), then the speed each User will receive equals the advertised speed, divided by the number of service users at any given time.
Article 16- Final provisions
16.1.
SETCOR and the User shall settle all disputes arising out of or in connection with the Subscription agreement amicably, and if they should fail to do so , the local jurisdiction of the competent court in the Republic of Croatia according to the residence or the seat of the User shall be agreed.

16.2.
Any relations not governed by these General Terms, the Subscription agreement, the Price List or any other document between the User and SETCOR shall be governed by the applicable regulations of the Republic of Croatia.

16.3.
The provisions of Article 7.1 of these General Terms and Conditions shall apply mutatis mutandis to amendments to these General Terms and Conditions. 

16.4.   These General Terms and Conditions shall enter into force on 1 December 2019.
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